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IOWA STATE UNIVERSITY
Electrical and Computer Engineering Department

Revised 1/30/2006
I. PERSONAL DATA
Name: Douglas W. Jacobson
Address: 2419 Coover Hall, 515-294-8307
Fax: '515-294-8432
Email dougj@iastate.edu
Home: 2500 Woodview Drive

Ames, IA 50014, 515-292-7239

Birthdate/Place: November 2, 1957, U.S.A.
Orig. Date of Employment: July 1, 1985

Citizenship: US.A.

II. EDUCATION

Ph.D. CprE Iowa State University 1985
M.S. EE  Iowa State University 1982
B.S. CprE Iowa State University 1980

III. ACADEMIC EXPERIENCE

9/03 — present Computer Forensics Analyst, ISU Police Department

9/01 — present Director of Graduate Education, Information Assurance Program
11/00-present Director, ISU Information Assurance Center

1/96 - present Co-coordinator Information Systems Security Laboratory (ISSL)
5/98 - present Computer Engineering Learning Community Coordinator

7/99 - present Coordinator Active Learning Complex

7/98 - 6/02 Miller Faculty Fellow

7/89 - Present Associate Professor

Electrical and Computer Engineering

Iowa State University, Ames, IA
1986 - 6/89 Assistant Professor

Electrical and Computer Engineering

Iowa State University, Ames, IA
1985-1986 - Temporary Instructor

Electrical and Computer Engineering

Iowa State University, Ames, [A
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IV. INDUSTRIAL AND NON-ACADEMIC EXPERIENCE

1996 - Present President and Chief Technical Officer Palisade Systems

1996 Founded Palisade Systems, Inc.
1983 — 1996 Founded D & D Digital Systems, Still operating as a corporation.
1982 - 1985 Senior Design Engineer- ISU Computation Center

V. HONORS AND AWARDS

2005 InfraGard Meet the Challenge

2004 Board of Regents Faculty Excellence Award

2004 Faculty Escort College Engineering summer commencement

2004 ISU Inventor

2003 R&D 100 Award

2003 Warren Boast Undergraduate Teaching award

2003 Certificate of Appreciation, Department of Public Safety

2002 Engineering Student Body, e-Week professor of the semester

2002 Finalist, EY Entrepreneur of the year

2002 Louis Thompson Distinguished Undergraduate Teaching Award

2001 R&D 100 Award

2001 Jowa diVinci Award

2000 Special Recognition Award, College of Engineering LEAD program

1999 ISU Inventor

1999 Wakonse Fellow

1999 Warren Boast Undergraduate Teaching award

1999 Engineering Student Council Outstanding Engineering Professorship in Computer
Engineering

1998 College of Engineering Superior Engineering Teacher Award

1998 Engineering Student Council Outstanding Engineering Professorship in Computer
Engineering

1996 College of Engineering Superior Engineering Extension Award

1995 Eta Kappa Nu

1985 Iowa State University Research Excellence Award

1983 Phi Kappa Phi

VI. ACADEMIC AREAS OF SPECIALIZATION

Teaching

CprE 181X Introduction to Computer Engineering I (98F)

CpzE 182X Introduction to Computer Engineering II (99S)

CprE 183 Introduction to Computer Engineering and Problem Solving I (99F, 00F, 01F)

CprE 184 Introduction to Computer Engineering and Problem Solving II (00S, 018, 028)
CptE 185 Introduction to Computer Engineering and Problem Solving (02F, 03F, 04F, 05F)
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CprE 211 Digital Systems Design (95F,96S,96F,97S, 97SS, 97F, 98S, 98F)

CprE 281 Intro to Digital Systems Design (93F,945,94F,958)

CprE 284X UNIX and C Fundamentals (89F)

CprE 287 Digital Laboratory I (91F)

CprE 389 Introduction to Design of Computer Based Systems (88F)

CprE 487X PC Bas Intfac Inst (89F)

CprE 489 Data Communications and Computer Networks (87F,90F,91F,93F,94F,96F)
CprE 580 Advanced Computer Networks
(888,898,908,918,925,92S8,938,93S8,948,94S8,958, 97F, 98F, 99F,00F)

CprE 530 Advanced Computer Networks (01F, 018, 02F, 038, 03F, 048, 04F, 05F)
CprE 587X Local Area Network (88F)

CprE 532 Information Warfare(96S, 97S, 98S, 998, 00S, 01S, 02S, 038, 048, 05S)
CprE 534X Ethics in computer Security (995)

CprE 592 Seminar (94S,94F)

CprE 685 Advanced Topics in Local Area Networks (87F,88S,908,90F)

CprE 699 Research (87F-current)

Course Supervision (Current courses)

CprE 185
CptE 530
CprE 532

Introduction to Computer Engineering and Problem Solving
Advanced Computer Networks
Information Warfare

Course Development

CprE 181X
CprE 182X
CptE 183X
CprE 184X
CprE 185
CpiE 211
CprE 281
CprE 284X
CprE 287
CprE 389
CprE 685
CprE 580
CprE 532
CprE 534X
CprE 587X

Introduction to Computer Engineering I

Introduction to Computer Engineering II

Introduction to Computer Engineering and problem solving I
Introduction to Computer Engineering and problem solving II
Introduction to Computer Engineering and Problem Solving
Digital Systems Design

Digital Systems Design

Fundamentals of UNIX and C (with J. A. Davis)

Digital Laboratory I

Introduction to Design of Computer Based System (Lab Development)
Advanced Topics in Local Area Networks

Advanced Computer Networks

Information Warfare

Ethics in computer security (with J. A. Davis)

Local Area Networks
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VIL. GRANTS AND CONTRACTS

In Progress

Submitted

1.

Jacobson, D.W., Daniels, T., Bergman, C., Yong, G., “Information Assurance Laboratory”,
7/1/06-6/30/08, NSF, $300,000

Funded

9.

10.
11.
12.
13.
14,

15.

16.

Jacobson, D.W., Daniels, T. “Programmable security devices”, Boeing, 11/1/2005-6/1/2006,
$15,000 .

Jacobson, D.W., “NSF I/U CRC Center for Information Protection”, NSF, 8/1/2005-
7/31/2007, $120,000

Jacobson, D.W., “NSF I/U CRC Center for Information Protection”, 7 companies,
8/1/2005-7/31/2006, $150,000

Jacobson, D.W. “ISEAGE: Internet-Scale Event and Attack Generation Environment ”,
Department of Justice, 7/1/05-6/30/07, $496,750

Jacobson, D.W. “ISEAGE: Internet-Scale Event and Attack Generation Environment ”,
Department of Justice, 7/1/05-6/30/07, $197,329

Jacobson, D.W., Licklider, B., Bergman, C., Wong, J., “SFS Fellowships for information
assurance students”, 7/1/05-6/30/09, NSF, $888,008

Jacobson, D.W., “Computer Engineering Learning communities”, ISU Provost 2005,
$10,000 ‘

Jacobson, D.W., “Active Directory Penetration Test”, State of Ilowa Department of
Administrative Services, 5/24/04-5/23/05, $6,000

Jacobson, D.W. “ISEAGE: Internet-Scale Event and Attack Generation Environment ”,
Department of Justice, 10/1/04-10/31/05, $496,750

Jacobson, D.W., Davis, J.A., Schmidt, S., Bergman, C., Wong, J., “Information assurance
educational support program”, 2003-2004 NSF, $75,000 Supplemental funding
Jacobson, D.W., “Computer Engineering Learning communities”, ISU Provost 2004, $7,500
Guan, Yong, Jacobson, D.W., Davis, J.A. “Cyberspace Forensics: Research, Course
Development, and Laboratory Development (Capacity Building Track)”, NSF, $200,000,
7/1/03-6/30/05 ‘
Jacobson, D.W., “Cyber Protection Laboratory”, John Deere Foundation, $30,000
Jacobson, D.W., “Computer Engineering Learning communities”, ISU Provost 2003,
$15,000

Jacobson, D.W., Davis, J.A., “NSF I/U CRC Cyber protection center: Planning Grant”,
NSF, $10,000

Jacobson, D.W., “Computer Engineering Learning communities”, ISU Provost 2002,
$15,000

Page 4 of 26



%
}
L

) ,:Cgsgg 1:05-cv-01095-DGT-RML  Document 121 Filed 12/26/2006  Page 5 of 26

Exhibit A

17. Jacobson, D.W., Davis, J.A., Schmidt, S., Bergman, C., Wong, J., “Information assurance
educational support program”, 2001-2003 NSF, $200,000

18. Davis, J.A., Jacobson, D.W., Miller, C., Bergman, C., Wong, J., “SFS Fellowships for
information assurance students”, 2001-2006 NSF, $2,637,027

19. Jacobson, D.W., “Computer Engineering Learning communities”, ISU Provost 2001,
$22,000

20. Ryan, S., Egbelu, P., Gemmill, D., Min, J., Qamhiyah, A., Jacobson, D., "An enabling
system for market driven product design and recycling", 1999, NSF, $180,002.

21. Jacobson, D.W., Davis, J.A., Lawson, K., Covert, G., Miller Fellowship "A web-based
Information Assurance Awareness Delivery System", July 2000 - June 2001, $17,500

22. Daniel Berleant (Primary) and Steve Russell, Carolina Cruz-Neira, J ulie Dickerson, Doug
Jacobson, John Lamont, Arun Somani, and Charles Wright, Miller Fellowship, "Using
Software Engineering Concepts to Enhance Learning: A Novel Approach", July 2000 - June
2001

23. Barbara Licklider (Primary) and J. Davis, G. Nonnecke, M.J. Oakland, W. Slagle, S.
Mickelson, A. Rohach, S. Ravenscroft, M. Wiedenhoeft, B. Keller, T. Boylston, and D.
Jacobson, Miller Fellowship, " Impacting Students LEA/RNing Through a Faculty
Mentoring Program" July 2000 - June 2001 '

24. Jacobson, D.W., ISU Provost "Support for Project Success”, Aug 2000 - May 2001, $32,000

25. Davis, J.A., Jacobson, D.W., Russell, S, Bergman, C., Wong, J. "Integrated Security
Curricula Modules", Total 467,000, NSF, $325,000, ISU match $162,000 8/1/99-7/31/02

26. Jacobson, D.W., Davis, J.A., Russell, S, Bergman, C., Wong, J. "NSA Certification of ISSL
as a Center of Excellence in Information Assurance Education”

27. Jacobson, D.W., ISU Provost "Peer Mentors for Learning Communities", Aug 1999 - May
2000, $7,500

28. Jacobson, D.W., Miller Fellowship "Project SUCCESS", July 1999 - June 2000, $24,000

29. Jacobsen, D.W., ISU Provost "Project Success", May 1999 - June 1999, $8,000

30. Jacobson, D.W., ISU Provost "Peer Mentors for Learning Communities", January 1999 -
May 1999, $1,000

31. Davis, J.A., Jacobson D.W. NSA Information Security University Research Program,
“Detection of and countermeasures for network denial of service attacks”, 8/15/98 - 8/14/01,
$195,226

32. Jacobson, D.W., ISU Provost "Peer Mentors for Learning Communities", September1998 -
December 1998, $2,000

33, Jacobson, D.W., Miller Fellowship "A Student Centered Approach to Computer Engineering
Through Learning Communities", July 1998 - June 1999, $25,000

34. Evans, M, Jacobson, D. W., Wright, C.W., Maney, A., Vary, J, "International Women in
Science and Engineering", ISU Promag, January 1998 - December 1998, $20,000

35. Jacobson, D. W. and Davis, J. A., "Network watchdog," CATD, January 1998 - December
1998 $49,000.

36. Jacobson, D. W. and Davis, J. A., "CISE Research Instrumentation," 1996, NSF, $49,500.

37. Jacobson, D. W. and Davis, J. A., "Network Security," CATD, June 1995 - June 1996,
$60,000.

38. Jacobson, D. W. and Davis, J. A., "A Multilevel Security Access Mechanism for Distributed
Tasks," NSA, June 1994 - June 1996, $200,000.
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39. Jacobson, D. W., "Network Security Bridge," Department of Commerce, July 1992-June
1995, $91,800.
40. Director of Computer Systems Affiliate program. $29,000 in 1990
a. $17,000 in 1993
b. $17,000 in 1992
c. $17,000 in 1991
d. $29,000 in 1990
41. Jacobson, D. W., "Real-Time Programming Course," NSF, October 1993 - September 1994,
$3,000.
42. Jacobson, D. W., "NEEDS Image Navigator/NEEDS Access Server," NSF, October 1993 -
September 1994, $42,000.
43. Jacobson, D. W., "NEEDS database," NSF, October 1992 - September 1993, $35,000.
44. Jacobson, D. W., "Real-Time Control," Fisher Controls, September 1991 - August 1992,
$10,800.
45. Jacobson, D. W. and Davis, J. A., Co-Principal Investigators, "A Virtual Transport Protocol
for Interconnecting Networks," US West, August 1989 - August 1991, $97,340.
46. Davis, J. A. and Jacobson, D. W., "3B2 Parallel Processing Upgrade, "ISU Engineering
College Research Grant, October 1990, $3,200.
47. Jacobson, D. W., "Local Area Network Protocols for Integrated Voice, Data and Video
Services," U S West Advanced Technologies, August 1, 1988 - July 31, 1989, $40,521.

-48. Jacobson, D. W., "Local Area Network Laboratory," Texas Instruments, January 1988 -

December 1988, $46,804.

49, Jacobson, D. W., "Local Area Network Protocols for Integrated Voice, Data and Video
Services," Northwestern Bell, July 1987 - July 1989, $20,000.

50. Jacobson, D. W., "Local Area Network Protocols for Integrated Voice, Data and Video
Services," US West Advanced Technologies, July 1987 -July 1988, $57,000.

51. Jacobson, D. W., "Token Ring Network Laboratory," Texas Instruments, February 1987 -
December 1987, $12,490.

52. Jacobson, D. W., "Network Protocol Analysis," Rockwell-Collins, July 1985 - July 1987,
$108,000. ‘

53. Jacobson, D. W. and J. A. Davis, "Distributed Network Performance Monitor," AT&T
Information Systems, September 1985 - December 1987, $25,000.

54. Russell, S. F., Basart, J. P., and Jacobson, D. W., "Research in Networking for HF
Frequency Hopping Radio Communication Systems," RCA/Communications and
Information Systems Division Grant, December 1985 - March 1986, $25,000.
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Equipment Grants

1.

PNAGN R WN

9.
10.

Jacobson, D.W., Davis, J.A. “Security equipment grant” November 2003 Cisco Systerns,
$99,930

Jacobson, D. W., Equipment Grant from Intermec, November 2000, $25,000

Jacobson, D. W., Software Grant from NFR, December 2000, $4500

Jacobson, D. W., Equipment Grant from Anacot, July 1993, $4000. (SCSI bus Analyzer)
Jacobson, D. W., Equipment Grant from AMD, July 1990, $36,000. (FDDI interface cards)
Jacobson, D. W., Equipment Grant from HP, July 1991, $75,000. (Network test equipment)
Jacobson, D. W. and Davis, J. A., Equipment Grant from AT&T, July, 1988, $89,000.
Jacobson, D. W. and Davis, J. A., Equipment Grant from Tektronix, December 1987,
$75,280.

Jacobson, D. W. and Davis, J. A., Equipment Grant from AT&T, July, 1987, $150,000.
Jacobson, D. W. and J. A. Davis, Equipment Grant from AT&T, September 1985,
$1,800,000. _
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VIII. TECHNICAL PUBLICATIONS

Refereed Journals

1.

Gaitonde, S., Jacobson, D. W., Pohm, A. V., "Bounding Delay on a Token Ring Network
With Voice, Data and Facsimile Applications: A Simulation Study," Communications of the
ACM, January 1990.

Jacobson, D. W., et al., "A Master/Slave Monitor Measurement Technique for an Operating
Ethernet Network," IEEE Network, Vol. 1, No. 3, July 1987.

Rowley, W. A., Jacobson, D. W., Jones, M.D. and Clarke, S. L., "A Microcomputer
Monitored Mosquito Activity System," Annals of the Entomological Society of America,
80(4):534-538, 1987.

Clarke, J. L., III, Rowley, W. A, Christiansen, S. and Jacobson, D. W., "Microcomputer
Based Monitoring and Data Acquisition System for a Mosquito Flight Mill," Annals of the
Entomological Society of America, 77(2): 119-122, 1984.

Jacobson, D. W. and Steffen, D. D., "Low Cost Ski Jump Timer," IEEE Student Papers, pp.
302-306, 1980.

‘Proceeding Articles

—

10.

11.

12.

Doug Jacobson, “Computer Security Summer Camp”, InfraGard Gardian (submitted)
Doug Jacobson, Tom Daniels, “Information Assurance Faculty Development Workshop”,
American Society for Engineering Education (Submitted)

Doug Jacobson, “Computer Security Summer Camp for High School Students”, American
Society for Engineering Education (Submitted) ,

Doug Jacobson, Nate Evans, “Cyber Defense Competition”, American Society for
Engineering Education (Submitted)

Doug Jacobson, “Teaching Information Warfare with Lab Experiments via the Internet”,
2004 FIE conference Savanna Georgia, October 20-23.

Doug Jacobson, James A. Davis “Computer Security Faculty Development Workshop”,
2004 FIE conference Savanna Georgia, October 20-23

Doug Jacobsen, “Development of a Graduate Certificate in Information Assurance”,
Proceedings of the 2004 American Society for Engineering Education, Salt Lake City, June
2004.

Doug Jacobson, “Teaching Information Warfare with a Break-in Laboratory”, Proceedings
of the 2004 American Society for Engineering Education, Salt Lake City, June 2004.

Tom Richardson, James A. Davis, and Doug Jacobsen, “Developing a database of
vulnerabilities to support the study of denial of service attacks”, Second Annual CERT
conference, September 27-29, 2000, Omaha, NE

Tom Richardson, James A. Davis, and Doug Jacobson, "Countermeasures for Denial of
Service Attacks", First Annual CERT conference, August 29-31, 1999, Omaha, NE

Jacobson, Doug, Licklider, Barb, “Freshman year learning communities in a computer
engineering program”, 2000 FIE Conference October, 2000
Jacobson, Doug, Licklider, Barb, “Project SUCCESS”, 2000 ASEE Conference June 2000

Page 8 of 26



- Case 1:05-cv-01095-DGT-RML  Document 121 Filed 12/26/2006  Page 9 of 26

Exhibit A

13. Jacobson, Doug, Venkata, S.S., “An Active Learning Complex: Can Space be used to foster
student interaction?”” 2000 ASEE Conference June, 2000

14. Jacobson, Doug, Davis James, Licklider, Barb, “See one, do one, teach one .... Two faculty
member’s path through student-centered learning”, 1998 Frontiers in Education Conference,
Nov 1998

15. Jacobson, Doug, Davis James, Licklider, Barb, “Ten Myths of Cooperative Learning in
Engineering Education”, 1998 Frontiers in Education Conference, Nov 1998

16. Davis, J., D. Jacobson, "Capstone Laboratory Exercise for CprE 532: Computer Security II",
Workshop on Education in Computer Security, Pacific Grove, CA January 19-21, 1998.

17. D. Jacobson, S. Bridges " Hiring a lifeguard: Keeping your kids safe while surfing the
Internet", Techlaunch 2010, Sioux City, IA, September 18, 1997.

18. Davis, J., D. Jacobson, S. Bridges, K. Wright, "An Implementation of MLS on a Network of
Workstations Using X.500/X.509", IEEE International Performance, Computing, and
Communications Conference, Phoenix, AZ, February 5-7, 1997.

19. Hastings, N., J. Whitmer, J. Davis, and D. Jacobson, "A Case Study of Authenticated and
Secure File Transfer: The Towa Campaign Finance Reporting System (ICFRS)", IEEE
International Performance, Computing, and Communications Conference, Phoenix, AZ,
February 5-7, 1997. : :

20. Davis, J.A., Jacobson, D., "MLS Access method", INFOSEC Research and Technology
Transfer Conference, Baltimore, MA, August 6-8, 1996

21. Jacobson, D., Reddy, S., Kuhl, J., Hassoun, M., Jones, E. C., Jr., "A Course Exchange Using
Television," Frontiers in Education Conference, November 1994. (Received honorable
mention in the best paper competition)

22. Ahuja, R., Gaitonde, S., and Jacobson, D. W., "Design of an Integrated Services Lan
Architecture," Proceedings of the International Conference on Communications, Denver, Co.,
June 23-26, 1991. '

23. Gercek, G., Ahuja, R. P. S., and Jacobson, D. W., "LAN Interconnection Via Bridges:
Congestion Control Issues," Proceedings of the Infolan 89, Local Area Network Show and
Conference, 1989.

24. Jacobson, D. W., "Design and Implementation of an Integrated Voice, Data, and Video
Services Network," Proceedings of the IEEE Pacific RIM Conference on Communication,
Computers and Signal Processing, Victoria, BC, Canada, pp. 500-505, June 1-2, 1989.

25. Gaitonde, S., Jacobson, D. W., Pohm, A. V., "Bounding Delay on a Token Ring Network
with Voice, Data and Facsimile Applications: a Simulation Study," Proceedings of the
Phoenix Conference on Computers and Communications, Phoenix, AZ, pp. 201-205, March
22-24, 1989.

26. Ghansah, I. and Jacobson, D., "A Prioritized Reservation Protocol for Fiber Optic Ring
Local Area Computer Networks," Proceedings of the 13th Conference on Local Computer
Networks, Minneapolis, MN, October 10-12, 1988.

27. Lee, J. Y. and Jacobson, D. W., "Design and Implementation of the High Performance
Integrated Voice/Data Token Ring Protocol," Proceedings of COMSAC88, Chicago, IL, pp.
97-104, October 5-7, 1988.

28. Ghansah, L. and Jacobson, D., "A State-Oriented Architecture Model for Validation and
Performance Prediction of Computer Networking Protocols," Proceedings, Nineteenth
Annual Pittsburgh Conference on Simulation and Modeling, Pittsburgh, PA, May 1988.
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Jacobson, D. W., "Network Performance Analysis using Queuing Model Simulation
Techniques," Proceedings Eighteenth Annual Pittsburgh Conference on Simulation and
Modeling, Pittsburgh, PA, April 23-24, 1987.

Jacobson, D. W., "Network Protocol Verification and Performance Analysis using Discrete
Event Simulation,” Proceedings Eighteenth Annual Pittsburgh Conference on Simulation and
Modeling, Pittsburgh, PA, April 23-24, 1987.

Jacobson, D. W., "High Performance Multiple Channel Token Bus Protocol," Proceedings
IEEE Pacific RIM Conference on Communications, Computers and Signal Processing,
Victoria B.C. Canada, pp. 465-468, June 4-5, 1987. '

Jacobson, D. W., "Token Bus Interconnection Network for Tightly-Coupled Multiprocessor
Systems," Proceedings Phoenix Conference on Computers and Communication, Phoenix,
AZ, pp. 18-24, February 25-27, 1987.

33. Jacobson, D. W., "Measurement Technique for an Operating Ethernet Network," Fifteenth
Annual Computer Science Conference, Proceedings, pp. 458, St. Louis, MO, February 17-19,
1987.

34. Jacobson, D. W., "High Performance Reliable Token Bus for the MAP Network
Architecture," Proceedings Conference on Local Computer Networks, p. 27-33, October 6-8,
1986.

35. Jacobson, D. W., "Network Protocol Analysis," Proceedings of Fourteenth Annual
Computer Science Conference, (ACM), p. 426, Cincinnati, OH, February 4-6, 1986.

Books or Chapters of Books

1. Jacobson, D. W., "Teaching Large Classes Well: A handbook for Faculty in Higher
Education" Contributed a chapter "Getting students in a technical class involved in the
classroom", ISBN 1-882982-51-7, pp210-220, Anker Press _

2. Jacobson, D. W., "Local Area Network (LAN) Lab Manual," Texas Instruments, Dallas,
Texas, 1989. .

3. Davis, J. A. and Jacobson, D. W. "Processor Design Using Microprogramming and Bit-Slice

Techniques," Texas Instruments, Dallas, Texas, 1987.
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